DRAFT NNM09277065)
ATTACHMENT J-10
Applicable Regulations and Procedures

In addition to the regulations and procedures identified elsewhere in this
Request for Proposal, the following regulations and procedures, and the latest revision
thereto are applicable to the Contractor in performing this contract. This listing is not
intended to relieve the Contractor of its responsibility for identification of applicable
regulations and procedures and compliance therewith, when performing work for
NASA under this contract.

CODE OF FEDERAL REGULATIONS

14 CFR 1221.1 NASA Seal, NASA Insignia, NASA Logotype, NASA Program
Identifiers, NASA Flags, and the Agency’s Unified Visual
Communications System

OMB CIRCULARS

| Circular A-130 | Management of Federal Information Resources

NASA POLICY DIRECTIVES

NASA directives are available from the nasa online directives information system
(nodis): http://modis3.gsfc.nasa.gov/library/main_lib.html

NPD 1383.1 Release and Management of Audiovisual Products and Services

NPD 1383.2 NASA Assistance to Non-Government, Entertainment Oriented
Motion Picture, Television, Video, and Multimedia Productions,
Enterprises, and Advertising

NPD 1440.6 NASA Records Management
NPD 1490.1 NASA Printing, Duplicating, and Copy Management
NPD 1600.2 NASA Security Policy
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NPD 2190.1 NASA Export Control Program

NPD 2200.1 Management of NASA Scientific and Technical Information

NPD 2521.1 Communications Material Review

NPD 2530.1 Monitoring or Recording of Telephone or Other Conversations

NPD 2540.1 Personal Use of Government Office Equipment including Information
Technology

NPD 2570.5 NASA Electromagnetic (EM) Spectrum Management

NPD 2800.1 Managing Information Technology

NPD 2810.1 NASA Information Security Policy

NPD 2820.1 NASA Software Policies

NPD 4200.1 Equipment Management

NPD 4300.1 NASA Personal Property Disposal Policy

NPD 8610.6 Graphic Markings on Space Transportation Vehicles, U.S.
Components of the International Space Station Component Systems,
and Payloads

NPD 9250.1 Identifying Capital Assets and Accumulation of Cost

NPD 9501.1 NASA Contractor Financial Management Reporting System

NASA PROCEDURAL REQUIREMENTS

NPR 1040.1 NASA Continuity of Operations (COOP) Planning Procedural
Requirements

NPR 1441.1 NASA Records Retention Schedules

NPR 1600.1 NASA Security Program Procedural Requirements

NPR 2190.1 NASA Export Control Program

NPR 2200.2 Requirements for Documentation, Approval, and Dissemination of
NASA Scientific and Technical Information (STI)

NPR 2800.1 Managing Information Technology
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NPR 2810.1 Security of Information Technology

NPR 4100.1 NASA Materials Inventory Management Manual

NPR 4200.1 NASA Equipment Management Procedural Requirements

NPR 4200.2 Equipment Management Manual for Property Custodians

NPR 4300.1 NASA Personal Property Disposal Procedural Requirements

NPR 7120.7 NASA Information Technology and Institutional Infrastructure
Program and Project Management Requirements

NPR 8715.3 NASA General Safety Program Requirements

NPR 9250.1 Property, Plant, and Equipment and Operating Materials and
Supplies

NPR 9501.2 NASA Contractor Financial Management Reporting

FEDERAL ACQUISITION REGULATIONS (FAR)

FAR Part 39.2

Electronic and Information Technology
(EIT) Accessibility, Section 508 of the
Rehabilitation Act of 1973

NASA FAR SUPPLEMENT (NFES

[ NFS

| NASA FAR Supplement

MARSHALL POLICY DIRECTIVES

MSFC Directories are available from the Directives Master List on the MSFC Integrated
Document Library: http://inside.msfc.nasa.gov/MIDL/

MPD 1040.3 MSFC Emergency Program

MPD 1280.1 Marshall Quality Management System Manual

MPD 1380.1 Release of Information to News and Information Media
MPD 1800.1 MSFC Smoking Policy
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MPD 1840.1 MSEFC Environmental Health Program

MPD 1840.2 MSFC Hearing Conservation Program

MPD 2190.1 MSFC Export Control Program

MPD 2210.1 Documentation Input and Output of the MSFC Documentation
Repository

MPD 2800.1 Management of Information Technology Systems and Services
at MSFC

MPD 8500.1 MSFC Environmental Management Policy

MPD 8812.1 MSEFC Facility Utilization Policy

MARSHALL PROCEDURAL REQUIREMENTS

MPR 1382.1 Protection of Privacy Act Information at MSFC

MPR 1410.2 Marshall Management Directives System

MPR 1420.1 MSFC Forms Management Program

MPR 1440.2 MSFC Records Management Program

MPR 1490.1 Printing, Reproduction, and Self-Service Copying Services
MPR 2220.1 Scientific and Technical Publications

MPR 2500.1 Marshall Telecommunications and Audio Visual Services
MPR 2800.2 Marshall information Technology Services

MPR 2800.4 Marshall Operational Readiness Review (MORR) for Center

Applications and Web Sites

MARSHALL WORK INSTRUCTIONS

MWTI 1380.1

Handling of Freedom of Information Act Requests

MWI 1500.1

Special Events Coordination
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MWI 1520.1 Graphic and Publication Production Services

MWI 2210.1 MSFC Documentation Repository Input/Output and Data
Management Project Requests

MWI 4200.1 Equipment Control

MWI 4300.1 Disposal Turn-Ins/Reutilization Screening

MWI4520.1 Receiving

MWI 7120.2 Data Requirements Identification/Definition

MWI 7120.5 Data Management Plans, Programs/Projects

MWI 8540.2 Green Purchasing Program

MWI 8550.1 Waste Management

MWI 8621.1 Mishap and Close Call Reporting and Investigation Program

MWI 8715.1 Electrical Safety

MWI 8715.2 Lockout/Tagout Program

MWI 8715.3 Hazard Identification & Warning System

MWI 8715.4 Personal Protective Equipment (PPE) and Systems

MWI 8715.9 Occupational Safety Requirements for MSFC Contractors

MWI 8715.11 Fire Safety Program

MWI 8715.13 Safety Concerns Reporting System (SCRS)

MWI 8715.15 Operational Safety Assessment Program

ORGANIZATIONAL WORK INSTRUCTIONS

IS01-OWI-001

Document and Record Control

IS01-OWI-003

Contractor Evaluation Process and Contractor Interactions

IS01-OWI-007

Mission Readiness Review (MRR) Procedures
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ISO1-OWI-008

Information Technology Risk Management

IS01-OWI-009

Pricing and Delivery of CIO Services

STANDARD OPERATING PROCEDURES

The following Standard Operating Procedures may be applicable to the EAST contract.

Doc No. | New Doc. Last Title
No. Publicati
on
1b101 04/29/08 | Processing Of Standard Operating Procedures
1b110 03/26/08 | Facility Work
1b139 06/10/08 | Scheduling And Operations Of Conference Facilities
At Marshall Space Flight Center
16203 04/29/08 | Operation, Control, And Dispatch Of Vehicles
1b219 10/03/08 | Reporting Movement of Contractor Controlled
Property User Responsibilities
16220 06/27/08 | Sales Or Exchange Of Equipment
1b221 04/29/08 | Equipment Condition Coding
1b223 08/26/08 | Resetting Passwords And Lockouts For NDC And
Office Of The CIO Managed Systems
302-001 | 3000-4622 | 07/31/07 | Handling Security Violations
302-003 | 3000-4614 | 07/31/08 | Roles And Responsibilities While On-Call
302-024 4000- Encase Data Gathering Form
FORM-
047
302-025 4000- Evidence Control and Chain of Custody Form
FORM-
046
302-031 | 3000-4633 | 08/01/07 | Entering Information into the Remedy Database
302-032 | 3000-4634 | 08/01/07 | Hard-Closing Trouble Tickets
302-033 | 3000-4627 | 07/31/07 | Transferring Trouble Tickets
302-037 | 3000-4630 | 08/01/07 | Intrusion Detection Systems
302-041 | 3000-4631 | 08/01/07 | Handling Trouble Tickets that are Transferred to I'T
Security
302-053 | 3000-4632 | 08/01/07 | Release of IT Security Information
302-061 | 3000-4617 | 03/12/07 | Signature Guidelines for Intrusion Detection Systems
1B311 New 08/26/08 | Service Restoration Team
1B312 New 05/15/08 | Root Cause Analysis
1B313 New 06/27/08 | MSFC Scientific and Technical Information (STI)
Program
1B314 New 09/17/08 | Unplanned Building Outage Notifications
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2B9 06/10/08 | Operations and Testing of the Emergency Warning
System

2B18 03/26/08 | Personnel Relocations

3B5 05/15/08 | Operation and Maintenance of the Employee
Television System

3B6 New 09/17/08 | Applications and Web Services (A&WS) Test and
Validation Process

4B3 07/10/08 | Morris Auditorium Audio/Video Control

4B10 04/03/08 | Duplicating Copyrighted Video Tapes, Optical
Mediaand Films

4B17 07/10/08 | Operations of Imaging Services

5B9 04/03/08 | Marshall Space Flight Center Media Relations
Mission Communications Support Requirements

5B21 07/31/08 | Impoundment of Data

6B5 01/30/08 | Fiber-Optics Outside Cable Plant Procedure

6B6 New 08/06/08 | Installation and Acceptance Criteria for
Intrabuilding/Cabling and Wiring

7B7 03/26/08 | Mobile Radio Installations, Removals, Relocations

and Frequency Changes at Marshall Space Flight
Center and Michoud Assembly Facility

9B4 10/06/08 | Telecommunications Manholes Entry

9B5 10/06/08 | Safety Equipment and Usage

9B9 10/06/08 | Hazardous Facilities, Operations, and Equipment

9B13 10/06/08 | Fire Prevention Program

9B14 06/27/08 | Severe Weather Emergencies

9B15 06/27/08 | Material Handling and Equipment

9B16 04/29/08 | Asbestos Hazardous Operations

9B17 10/06/08 | Communications Towers Safety Criteria

9B26 10/06/08 | Ergonomics Program

9B32 10/06/08 | Safety Inspections and Remedial Action Plans

9B36 10/06/08 | Confined Space Entry

9B37 10/06/08 | Safety Criteria for Elevated Work Surfaces

9B39 02/13/08 | Personnel Safety Training and Certification

9B40 02/13/08 | Control of Hazardous Chemicals, Substances, and
Materials

9B41 New 06/10/08 | MSEC IT Security Incident Response

502.01 5000-4200 [ 05/01/08 | Service Order Control Desk

502.02 5000-4201 | 05/01/08 | Still Photography

502.03 5000-4202 | 05/01/08 | Still and Digital Laboratory

502.4 5000-4203 | 05/01/08 | Instrumentation and Engineering

502.5 5000-1211 | 10/05/08 | Test Area Video Documentation
502.8 5000-4204 | 05/01/08 | Conference Facilities Support
502.10 SRS and ROM Procedures
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502.11 Contingency Plan for Imaging Server

503.1 5000-4100 | 05/19/08 | Live Shot

503.2 5000-4101 | 05/19/08 | Video File

503.3 5000-4102 | 05/19/08 | Tape Operations

503.4 5000-4103 | 05/19/08 | POC Cut-in

503.6 5000-4104 | 05/19/08 | Morris Auditorium

503.7 5000-4105 | 05/19/08 | Mission Ops

10B201 03/06/08 | Operations of the Marshall Space Flight Center
Communications Message Center

10B211 02/13/08 | Emergency Plan for Physical Security of the National
Security Systems Enclave (NSSE)

10B213 06/10/08 | Secure Facsimile Messages

10B214 10/03/08 | Access and Control for the Marshall Space Flight
Center National Security Systems Enclave (NSSE)

10B218 03/06/08 | Handling of Classified Documents Within the
National Security Systems Enclave (NSSE)

10B220 01/11/08 | Maintenance and Configuration Control of Classified
Equipment and Circuits

10B228 04/03/08 | Destruction of Sensitive Applications Data

10B230 06/10/08 | Flash Legacy (AUTODIN) Traffic Notification List

13B1 New 05/15/08 | Operation and Maintenance of the All-Hands
Teleconferencing System

13B503 07/10/08 | Administrative Telephone Service at MSFC

13B504 11/17/08 | Administrative Telephone Service at MAF

14B101 05/15/08 | Processing Trouble Reports

14B102 01/24/08 | Support of Facilities Outages Affecting
Telecommunications at Marshall Space Flight Center

14B103 New 07/10/08 | Major Outage Notifications and Escalations

14B120 01/24/08 | Bomb Threats

16B101 05/15/08 | Audio and Video Distribution, of Television Signals
from the Central Distribution Center

16B103 07/10/08 | Verification of Audio and Video Levels Within
Marshall Space Flight Center Television System

16B104 07/10/08 | Transmitting To or Receiving from the NASA
Multichannel Systems

16B107 07/10/08 | Acceptance of Video Signal to and from Common
Carriers

16B114 07/10/08 | Distribution of Television for Space Shuttle Missions

19B102 10/27/08 | MSFC Telephone Switch Disaster Recovery
Activities

19B105 08/26/08 | NASA Information Support Center (NISC) Disaster
Recovery

J-10-8




DRAFT NNM09277065)
ATTACHMENT J-10
Applicable Regulations and Procedures

19B111 10/03/08 | Midrange Data Center (Building 4663) Disaster
Recovery Procedure

OTHER

General Records Schedules are available from the National Archives and Records
Administration home page, “Records Management — Publications™ at
http://www.nara.gov/records/index/html

INFORMATION TECHNOLOGY SECURITY

Information Technology Security documentation is available at
http://www.nasa.gov/offices/ocio/itsecurity/index.html

FIPS 199 Standards for Security Categorization of Federal Information and
Information Systems
FIPS 200 Minimum Security Requirements for Federal Information and

Information Systems

NIST SP 800-18 | Guide for Developing Security Plans for Federal Information Systems

NIST SP 800-26 | Security Self-Assessment Guide for Information Technology Systems

NIST SP 800-30 | Risk Management Guide for Information Technology Systems

NIST SP 800-34 | Contingency Planning Guide for Information Technology Systems

NIST SP 800-37 | Guide for the Security Certification and Accreditation of Federal
Information Systems

NIST SP 800-53 | Recommended Security Controls for Federal Information Systems

NIST SP 800-61 | Computer Security Incident Handling Guide
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